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Abstract. Imaging security and biometrics are two heavily connected
areas. The quick evolution of biometrics has raised the need of secur-
ing biometric data. A majority of this data is visual, which has lead to
intensive development of image security techniques for biometric appli-
cations. In this paper we give a fast fly over image security approaches
and imaging-related biometrics. We present the current state-of-the-art
of the interplay between both areas. The emphasis in this paper is the
computational methods.

1 Introduction

Securing data is an important and evolving area of computer science. Text was
the initial asset to be secured. Nowadays visual information is also present in
computerized processes. Last years have seen an increasing interest on security
methods for image data. The goals can be to ensure:

1. The authenticity and/or ownership of the image creator or sender.

2. The integrity of the image data, and the ability to know if the image has
been altered.

3. Privacy, in terms of content and/or ownership of the data.

The developed methods must also usually compel performance requirements
(speed, memory usage, etc.), usability criteria (user-friendliness, no expertise
requirements.etc.) and other features that could be necessary. Some security
techniques like watermarking and steganography have been present in imaging
science for a long time. Adaptation of classic cryptography to image data has
also been done. These areas have recently seen a boost in research interest due
to the nature of the image data: Many biometric systems use imaging methods,
and the need for secure biometrics storing and sharing schemes is increasing.
Figure illustrates the interplay between these two areas.

This paper introduces the cited image security techniques in section 2, citing
the most recent developments on the area. Section 3 gives an overview on image-
based biometrics and presents how image security techniques are being applied
to it. For lack of space we will obviate the conclusions section.
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Fig. 1. A simple flowchart that illustrates the relation between biometrics and image
security. Note that each arrow involves the use of computational methods.

2 Image security

Securing the storage and transmission of images is one of the cornerstones of data
security. Communication protocols like Secure Sockets Layer (SSL) use Message
Authentication Codes to guarantee the correct identities of the sender and re-
ceiver of data fragments over the Internet. Similarly, multimedia content such as
audio, images or video can be object of authentication, integrity and data hiding
procedures. The two main approaches to authentication on imaging science are
watermarking and cryptography. The main difference between both methods is
that Watermarking aims to introduce the signature of the owner without al-
tering the visual perception of the data. Conversely, encrypted images are not
readable without a decryption step. Most watermark methods and cryptosys-
tems also seek data integrity. Image steganography could be seen as a special
case of watermarking, where the goal is to hide information into the image.

2.1 Watermarking

The goal of watermarking is to embed data into an image by introducing changes
which must comply three requirements: 1) To be imperceptible to the human
eye 2) To be recoverable by a computer programs and 3) To be generated an
embedded so that attackers can have access to it. These requirements and the
nature of image data arise some properties that watermarking algorithms must
suit [61,24]:

— Fidelity: The higher the fidelity the more difficult is to notice the watermark.
This is not a computational feature, but a visual perception subjective mea-
sure.

— Capacity: This property corresponds to quantity of information that a wa-
termark can hold.

— Robustness: The watermarking process should be resilient to passive distor-
tion sources. This distortions can be caused by image processing, transmis-
sion distortion, and storage distortion. The robustness also corresponds to
the ability of the watermarking to resist attacks like watermark removal,
covert communication detection, collusion attacks or forgery attacks.



These properties can collide, so the watermarking process must have a proper
tradeoff between them. Tremeau et al. gave a good example of these phenomenons
[61]. In order to be robust, the watermark should be placed in the most signif-
icant parts of the data. In fact, many watermark removal attacks compromise
the perceptually less significant components via compression. However, in order
to retain a high fidelity, a watermark has to be placed in the less perceptually
significant parts of the data. Therefore, robustness and fidelity are in conflict.
Its important to know well the application domain of the watermarking process
in order to find the right balance between these properties. These applications
include [24]:

— Ownership assertion: The owner of an image can generate and embed a
unique watermark. The user could make a watermark based on a private
key. He or she can not only ensure his or her identity but also claim the
ownership of the image, as he or she is the only one that knows the key.

— Data integrity: Any change made to the image will also affect the watermark.

— Fingerprinting: Transactional watermarks allow to link the image data to
the receiver of the data. For instance, in a closed or secret media creation
process, custom watermarks can help to identify the source of a possible
leak. It can also be implemented a copy control system. Instead of preventing
illegal copies watermarking can track the illegal activity. Media player and
recorders can also be programmed to refuse copying protected material.

Many recent researches focus their goal to a specific domain of image data. Im-
age forgery prevention is one of the areas. Although blind methods are broadly
researched [47], watermarks are invaluable tools for image forensics. Other big
interest is the copyright protection. Many algorithms are designed and tested
for a specific video codec or image format [70]. Some applications, like medi-
cal imaging or arts storage require that the data cannot be modified -i.e. losses
or lossy-to-lossles procedures. Other aspect affecting the development of water-
marks is what to encode, for example a 2-Dimensional bar code [40] or a logo [62].
There is also a growing interest in fusing watermark-protected biometric data
[65]. Besides well known 2 dimensional image and video watermarking, research
on watermark insertion in 3 dimensional visual data is been also developed [67].
There has been wide interest in the use of computational intelligence methods
for watermarking and are extensively revised in [25]. Some methods use a signal
processing approaches like wavelet transforms [14] and Independent Component
Analysis [50]. In this line of work, other researches propose fuzzy clustering
approaches [22], genetic algorithms [37] or hybrid approaches [26,15]. As an ex-
tension of these methods, some researchers seek the capability of retrieving the
watermark from the image, in order to test separately its authenticity [17,23]. It
is also interesting the ability of not only detecting unwanted modifications but
also recovering the original image [76].

2.2 Image Cryptography

The goal of encrypting images is to hide it’s content from unauthorized viewers
and authenticate its owner. Classic cryptography was centered on text data.



Nowadays, more research is being done focused on image data. The idea is to
use the visual information as the different components that form a cryptosystem.
Furthermore, it is desirable that the procedure does not require additional optical
hardware [36]. For example, the amplitude distribution of the Hartley transform
can be the public key and the phase distribution the private key [36]. Other
similar approaches use Mellin transform [79], Fractional Fourier transform [78]
or blind source separation algorithms [46].

Other aspect of cryptography applied to images is Visual Cryptography. The
idea is to divide visual information into meaningless trunks and divide them
between users. The image can only be reconstructed if all the parts are overlaid
in a certain way, hopefully without loss of information [73,74,39]. This methods
don’t require keys because the human visual system decrypts the data. Visual
Cryptography is closely related to Stenography, which is discussed in subsect.
2.3.

2.3 Information hiding on images

The science that involves hiding and communicating secret data in a multimedia
carrier like images or video is called steganography. Its goal is to hide the very
existence of the secret data. This is an key feature in applications like medical
image sharing [64] which handle very private data. Cheddad et al. [19] published
recently an exhaustive survey on image steganography. We will focus on the
computational intelligence tools and the latest publications on the matter.

Most algorithms work on spatial [41,60] or frequency [13] domain. They make
use of computational tools like predictors [63], particle swarm optimization [53]
or fuzzy detectors [16]. Recently, adaptative algorithms are being developed,
where more information about the image is used. The combination of statistical
and frequency information with image object or texture knowledge can lead to
better results [19]. Some of these approaches even try to enhance the quality of
the image at the same time that they embed the data [69]. These techniques
are obviously dependent on the image format and aren’t usually designed for
palette-based images [77].

3 dimensional models can also be subject to steganography. Previous hiding
efforts for 3D models were usually modified watermarking techniques. Only since
2009 researchers have started to design 3D steganography algorithms. Chao et
al. [18] proposed a multi-layered method. It had high capacity but was not
secure against certain malicious attacks such as smoothing, additional noise,
nonuniform scaling, simplification, and vertices resampling. In 2010 Amat et al.
developed a losses algorithm in the sense that vertices’s position was not altered
[6]. Their method is based on minimum spanning trees. Other recent researches
rely on 2D imaging techniques [28].

3 Biometrics and image security

The importance of image security is most notable in Biometrics. Biometrics
consist on a series of methods for unequivocally recognizing a subject (typically



a human but can also be other animal). Biometric algorithms and procedures
should conform a system which ensures the identity of the target using biological
traits: Fingerprint, face image, DNA sequence, voice, walking gaits, etc. Many
of these techniques are closely related to imaging science -see table 1. Some
methods aim to identify one subject, while others require the verification of the
person [58]. Most of biometric systems require strong security. Therefore, they
usually make use of watermarking, cryptography and steganography. Biometric
systems should have some properties by definition, and also some other issues
that must be considered [38,1]:

— Universality: Applicable to every human.
— Distinctiveness: Any two subject’s biometric features must be sufficiently

distinguishable.

Permanence: The biometric features should be persistent over time. Ob-
taining or verifying them should not induce changes in the user’s biometric
features.

Collectability: The features can be measured quantitatively.

Performance: Accuracy, speed, low resource usage and invariability to envi-
ronmental factors are desirable.

Acceptance: It is important to measure the social acceptance of a certain
biometric characteristic.

Security: Biometric systems should ensure authenticity, integrity, privacy

and resistance to attacks and forgery.

Table 1. Summary of biometric methods and their relationship with imaging tech-
niques. Note: EHF stands for Extremely High Frequency (30-300 GHz wavelength).

Technique Image-based method?| Involvement of imaging techniques
(image type) Acquisition|Verification /identification
Face recognition Yes (visual) Yes Yes
Ear recognition Yes (visual) Yes Yes
Thermography Yes (infrared) Yes Yes
Palmprint /fingerprint Yes (scan) Yes Yes
Iris Yes (visual) Yes Yes
Retinal scan Yes (infrared) Yes Yes
Geometry (e.g. hand) Yes (scan) Yes Yes
Gait Yes (video) Yes Yes
EHF imaging (e.g thorax) Yes (EHF) Yes Yes
Dental Sometimes Sometimes Sometimes
Signature, keystroke No Sometimes Sometimes
Voice No No Sometimes
Odor No No No
DNA No No No




3.1 Imaging and biometrics

Face recognition [20] is one of the most relevant applications of image analysis.
It is been widely proposed and used as a biometric feature. In fact, to build an
automated system which equals human ability to recognize faces is one of the
core challenges of biometrics. Face recognition may consist in the authentication
of a user, which is a binary decision problem. Most commonly, it consists in the
search for the identity of a subject in a large face database, which is a (large)
multi-class problem. This initial problem can be extended to gaze, expression or
mood recognition [59].

Recent researches on this topic have used classic approaches like finding op-
timal discriminant projections which seek to preserve locality [29] or supervised
discriminant methods [66]. Other approach is not to select the optimal features
but to have a sufficient number of them via sparsity preserving methods [54,68].
Frequency-based algorithms like wavelet transforms are also being used [75].
Although it has seen fewer interest lately, some researches seek to use anthropo-
morphic geometric features [56]. This approach is an example of what is known
as Soft-biometrics. This branch of biometrics uses features “easy” to extract (like
skin, eyes, or non-facial features like ethnicity). It can be useful to enhance “hard”
face recognition biometric methods [49]. On a side note, the usefulness of infrared
or near-infrared imaging for face recognition is still a open question [34] as the
infrared signature of a face can change a lot through time. However, infrared
information can help face recognition systems overcome pose, illumination and
expression variations [52]. The use of 3D information is also being use to build
systems invariant to those problems [27].

Unlike face recognition, iris scanners usually require an action by the subject.
In other words, the user must come close to the iris scanner and stay still. One of
the objectives of iris biometrics is to design less obtrusive acquisition procedures
[12]. This is a limitation is an inconvenience for the user, but prevents prob-
lems like occlusion or poor image retrieval. Other advantage is that biometric
systems differentiate between left and right eyes and between irises of identical
twins [35]. On the other hand, iris biometrics face degradation problems caused
by pupil dilation [33] or contact-lenses [9]. Other issue is the segmentation of
the iris. An iris recognition system must extract the iris region and discard the
pupil, eyelids, sclera, etc. Recent studies have achieved fast and accurate seg-
mentation overcoming reflection problems [32]. The iris texture extraction step is
performed using techniques like Discrete Cosine Transform, Fourier Transform,
Faar wavelets, Gabor filters, etc. [43,12]. Santos et al. propose in [57] a fusion
scheme to take advantage of different extraction techniques. They results show
that fusing methods can lead to systems less sensitive to poor quality data. This
contribution is relevant in terms of building systems less intrusive.

Other image-based biometric systems include fingerprint or palmprint recog-
nition [7,21,42], hand geometry [51], dental biometrics [45], ear biometrics [§],
millimetre-wave scans [3], etc.

Multi-modal biometrics is another current research area. The idea behind the
multi-modal or hybrid biometrics is to combine different methods to optimize



the aspects listed on the beginning of sec. 3. Some researches develop statistical
tools to effectively extract and fuse features from different sources, like face
images and palmprint scans [71]. Other recent researches fuse the features at the
score or classification level [72,48,5,31]. Computational tools like particle swarm
optimization [55] are also being used to enhance the fusion step.

3.2 Biometric image security

Biometric data must be appropriately secured, but biometrics also offers a wide
array of security applications (e.g. e-passport [58]). However, there are widespread
security concerns regarding the stored biometric data. The use of biometric fea-
tures like face images or fingerprints to enhance classic cryptographic or wa-
termarking systems is a promising approach. This research subject open some
concerns: What happens if the biometrics of a subject are stolen? What is the
proper balance between performance and robustness? What biometric approach
should we use in terms of proper universality, distinctiveness, social acceptance,
etc.?

One of the approach is to secure biometric images via encryption techniques.
These methods sometimes perform lossy procedures over the images [10,2]. Gen-
erally this systems must decrypt the data in order to proceed to the authen-
tication process. The challenge of bio-cryptography is to implement cancelable
biometrics [11], which can be described as the application of non-invertible and
repeatable modifications to the original biometric templates.

Steganography [53] and watermarking [44,4] are also being employed on bio-
metric data security. This technique allows embedding large amounts of bio-
metric information within an image. Steganography can be employed to embed
biometric images into publicly transmitted images [53]. Multimodal biometric
image watermarking is also a promising research area [30,65].
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